
MICROELECTRONIC SYSTEMS in safety-
critical applications must meet both high-
dependability and high-performance
requirements. System designers usually at-
tain high performance by implementing
pipelined or massively parallel data paths
and by decomposing control units into
small, communicating finite-state ma-
chines.1-3 To ensure that systems meet qual-
ity standards, manufacturers must use offline
production and maintenance tests as well as
self-checking and fault tolerance tech-
niques. In the past, research efforts focused
on developing dependable data path archi-
tectures.4,5 But highly dependable con-
troller/data path systems must also handle
control unit errors, which cannot be detect-
ed or corrected by the data path.

For such systems, researchers have pro-
posed two main online error detection ap-
proaches. One approach is to check the
controller outputs using the same tech-
niques as applied to data paths. The other is
to apply special techniques for observing the
state transitions and the control flow.
Approaches in the second category range
from state coding based on error-detecting
codes to control flow monitoring by on-chip
signature analyzers or special monitoring
machines.6-8 Usually, these techniques lead
to considerable hardware overhead, perfor-
mance degradation, or error detection la-

tency. In particular, their impact on circuit
speed may not be tolerable for high-
performance applications.

Of course, to obtain fast self-checking con-
trollers, we can combine these error detec-
tion schemes with the decomposition
techniques used for high-performance con-
trollers. In a straightforward solution such as
that shown in Figure 1, however, the extra
test hardware required for each submachine
may lead to an enormous overall cost.

The structure we propose in this article
avoids the multiple implementation of on-
line test circuitry for submachines while pre-
serving the advantages of finite-state
machine decomposition. It reduces hard-
ware overhead by sharing test circuitry
among different units and guarantees an er-
ror detection latency of one clock cycle.
Furthermore, it is suitable for a high-
performance implementation avoiding mas-
ter-slave flip-flops, and it supports efficient
offline built-in self-test (BIST).

Target structure
Figure 2 diagrams the target controller struc-

ture. We assume that the controller’s states can
be partitioned into three groups, and that state
transitions occur only between groups, not
within groups. The synthesis procedure de-
scribed later always ensures this property.

A dedicated register represents each group
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of states. During each clock
cycle, one of the three regis-
ters—the active register—de-
termines the present state
and the output function of
the entire controller. Since
state transitions cannot map
states to states of the same
group, direct feedback lines
are not necessary. Because
the structure thus works as a
pipeline allowing each stage
to be bypassed, we call it a
bypass pipeline.

To verify the correctness
of a state transition, a check-
er that observes only the ac-
tive register is sufficient.
Thus, the three pipeline
stages can share the same
checker, resulting in consid-
erable hardware savings
compared to conventional
controller networks with an
extra checker for each sub-
machine. Moreover, the
checking information can
be computed concurrently
with the next-state function,
keeping the additional delay
for checking low. The de-
composition of the state
transition and output logic
into three generally smaller
blocks results in a short crit-
ical path and hence a high
operating frequency. Fur-
thermore, the absence of di-
rect feedback loops reduces
the impact of clocking skew,
and we can achieve a robust
implementation using single-edge-triggered flip-flops only.9

For an efficient implementation of the bypass pipeline, a
simple mechanism to identify the active register is crucial.
The best way to achieve this is to reserve one bit (token bit)
of each register for this purpose and to use the remaining
bits (state bits) to determine the state. Figure 3 (next page)
illustrates the resulting token bit architecture.

Register Ri determines the state of the controller if ti = 1, i
∈ {0, 1, 2}. The two-output function τi passes the token to
one of the registers Rj, i ≠ j, in the next clock cycle. Hence,
exactly one of the three token bits t0, t1, and t2 is always set.

State encoding and checking. In principle, the token
bit architecture is compatible with any error-detecting and
error-correcting encoding scheme for the state bits.
However, to guarantee sufficiently high error detection ca-
pabilities for the complete structure, we must ensure that
faults in the multiplexer feeding the checker are detected
too. A simple strategy is to map the controller’s states to code
words C, such that set C1 := {(c, 1) | c ∈ C } is an error-
detecting, error-correcting code. Figure 4 shows an exam-
ple for a parity code.

If the controller’s states (represented by the state bits) are
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mapped to an odd-parity code, the active register’s contents
including the token bit always have even parity. The re-
maining two registers’ contents have odd parity. A checker
for even parity will automatically detect multiplexer faults
that result in passing a wrong input to the outputs. Any oth-
er multiplexer fault changing the parity of its output will be
detected in the same way.

Similar implementations are possible for general-parity
and m-out-of-n codes. Moreover, the correct configurations
of token bits form a one-out-of-three code, and we can eas-
ily extend the checking scheme of Figure 3 to check these
configurations too.

Performance issues. In contrast to conventional con-
troller networks composed of standard structures, we can
implement bypass pipelines using single-edge-triggered flip-
flops, with master-slave flip-flops required for the token bits
only. Figure 5 shows one pipeline stage for such an imple-
mentation. We make the state transitions robust by perma-

nently reloading the contents of a register Ri as long as it is
the active register (ti = 1). The contents of Ri are completely
irrelevant if it does not hold the token (ti = 0), and a register
can never be active during two consecutive clock cycles.
Therefore, this method is sufficient to guarantee stable be-
havior of the controller.

We have analyzed the timing and performance aspects
of bypass pipelines in detail elsewhere.9 In general, the func-
tions τi updating the token signals are less complex than the
state transition functions, and token passing is not critical.
For this reason, the bypass pipeline achieves better perfor-
mance than a standard decomposition in which the sub-
machines have direct feedback loops and require an
implementation based on master-slave flip-flops.

Offline BIST. The proposed bypass pipeline structure not
only supports an efficient, online-testable implementation
but also allows complete offline BIST at little extra cost. To
make the token bit architecture of Figure 3 self-testable, we
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implement the registers including the token bit as built-in
logic block observer (BILBO) registers. We add a pattern
generator to the inputs and use a signature analyzer to mon-
itor the outputs including the checker output. In contrast to
conventional controller structures containing direct feed-
back loops, inserting extra test registers or concurrent
BILBOs into the state transition logic is not necessary. We
test the output function using all three registers as pattern
generators. Three test sessions, each using one register for
signature analysis and the remaining two for test pattern gen-
eration, cover the state transition logic and the functions
generating the token bits. If the multiplexer feeding the
checker is appropriately implemented, this procedure also
provides a test of the checker.

The structure is also suitable for external testing based on
partial scan. Including one of the three registers into a par-
tial scan is sufficient to break all cycles in the structure and
ensure an efficient deterministic test.

Synthesis procedure. To synthesize the token bit ar-
chitectures in Figures 3 and 4, we must solve two problems:
First, we must partition the states into groups, with no state
transitions within groups. Then, we must select an appro-
priate scheme for online error detection and generate the
structure by assigning suitable state codes and synthesizing
the state transition and output logic.

We have shown elsewhere9 that finding an appropriate
state partitioning for a bypass pipeline corresponds to col-
oring the state transition graph with three colors (three
shades of gray in Figure 6). Each color represents a group
of states and thus a dedicated register in the final structure.
However, the problem of finding the minimum number of
colors for a given graph is NP-complete, and, in general, we
cannot expect a graph to be three-colorable. But we can
overcome this problem by splitting states.

In the example in Figure 6, introducing an additional
equivalent state cuts a self-loop at state v. Node v is replaced
by equivalent nodes v and vʹ′. That is, both new nodes have
the same successor nodes as the original node, and the pre-
decessor nodes of the original node are distributed appro-
priately among the two new nodes. State-splitting techniques
enlarge the state transition diagram, but state transition di-
agrams for data path/controller systems are usually not as

densely meshed as for typical control-dominated designs.
Therefore, just by adding a few equivalent nodes, we can
transform them to solve the three-color problem.

To minimize the number of extra states required, we use
a heuristic9 that interleaves graph-coloring and state-splitting
techniques. The algorithm starts by splitting states to cut all
self-loops and then attempts to color a maximum number
of nodes using just three colors. Finally, it transforms regions
around uncolored nodes into three-colorable regions and
recolors them.

As explained earlier, to synthesize the complete online-
testable structure, we choose an error-detecting/error-cor-
recting code for state assignment. The code must have
desired properties such as sufficient minimum distance, sim-
ple checking, and so on. Besides these constraints, area and
performance considerations may guide the selection. For
practical applications, therefore, we use an additional step
for state assignment: We use the Berkeley tool Nova to de-
termine a base code and extend the base code to a parity
code with a user-defined number of check bits.10

Practical experiments
In contrast to most other performance-driven synthesis

methods, our synthesis algorithm achieves its best results for
the largest circuits, which cannot be handled efficiently by
the other methods. For small controllers, the constant hard-
ware overhead for the token control logic is dominating, and
other methods may perform better. As three flip-flops are al-
ready needed for token control, we investigated only con-
trollers with more than 32 states in our practical experiments.

In the first step, we applied the state-splitting and color-
ing techniques to obtain three-colorable state transition di-
agrams. We used example control units from the finite-state
machine benchmark set (version 4) distributed at the 1993
Workshop on Logic Synthesis. Table 1 shows the number of
states |S| in the original specification and the number of
states |Stotal| after graph transformation. The three rightmost
columns show the number of states in each register.

It is interesting that in most cases only a few transforma-
tions of the state transition graphs are sufficient to implement
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Figure 6. Conflict resolution by state splitting. 

Table 1. Average results of the proposed synthesis approach.

Circuit | S | | Stotal | | S0 | | S1 | | S2 |

planet 48 49 15 18 16
s1488 48 49 14 17 18
s1494 48 49 18 17 14
scf 121 122 36 48 38
s298 218 219 64 83 72
s510 47 71 24 24 23

.
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the target structure. The total number of states did not in-
crease significantly after graph transformation except for con-
troller s510. This controller is not part of a data-dominated
application, and we wouldn’t expect the algorithm to pro-
vide the best results here. On average, the increment of the

number of states is small, and the bypass pipeline is only
moderately larger than the standard structure.

In the second synthesis step, we encoded both the stan-
dard structure derived from the original state transition table
and the bypass pipeline using Nova. To make the structures

testable online, we extend-
ed the state codes to parity
codes. For the smaller ex-
amples, 6 information bits
are sufficient for state
assignment, and adding 6
additional parity bits corre-
sponds to doubling the in-
formation. Therefore, we
considered 6 check bits the
maximum effort for online
checking. If more than 2 par-
ity bits were generated, each
state bit was covered by 2 or
more check bits for detect-

ing multiple errors. To compare the hardware costs of the
different implementations, Table 2 shows representative
gate-level equivalents necessary for self-checking standard
structures and self-checking bypass pipelines.

The columns with zero check bits give the numbers for
the basic structures without online checking. The results
show the same trends indicated in Table 1. For all examples
except s510, the bypass pipeline is only moderately larger
than the standard structure. Figure 7 confirms these results,
showing the average area costs over all experiments, nor-
malized with respect to the results for the standard structure.

Table 3 indicates that this small increase in area corresponds
to a significant performance improvement. It shows the prop-
agation delay for representative configurations. The delay of
the slowest stage plus the delay of the additional multiplexers
and registers determine the bypass pipeline’s speed. The by-
pass pipeline’s total delay is significantly smaller than that of
the standard solution. Figure 8 summarizes the average results

over all experiments. For
some examples, it shows per-
formance improvements
greater than 30%.

THE BYPASS PIPELINE pre-
sented here combines the
advantages of high-perfor-
mance controller structures
with online error detec-
tion/error correction in high-
ly dependable applications.
Our experiments show that
compared to standard real-

Table 2. Area in gate- level equivalents.

Gate-level equivalents for standard (S) and target (T) structures with i parity bits
i = 0         i = 2          i = 4          i = 6           

Circuit S T S T S T S T

planet 843 950 964 1,084 1,089 1,229 1,154 1,342
s1488 987 1,277 1,118 1,198 1,197 1,371 1,460 1,508
s1494 955 1,190 1,114 1,241 1,269 1,431 1,294 1,542
scf 1,195 1,421 1,485 1,682 1,711 1,829 1,897 1,991
s298 2,828 3,152 3,809 3,923 4,771 4,727 5,041 5,438
s510 381 897 511 1,086 625 1,248 675 1,369
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Figure 7. Average area increase.

Table 3. Propagation delay.

Delay (ns) for standard (S) and target (T) structures with i parity bits
i = 0         i = 2          i = 4          i = 6           

Circuit S T S T S T S T

planet 31.56 22.23 32.50 23.24 33.91 24.20 33.34 24.54
s1488 37.17 25.29 37.57 23.51 38.12 23.88 40.58 26.23
s1494 36.23 28.46 36.59 24.76 37.43 25.32 37.77 25.22
scf 39.34 25.84 42.08 26.64 44.55 26.87 45.11 27.65
s298 73.56 53.84 89.80 68.25 103.50 77.89 104.60 89.00
s510 23.39 21.08 26.01 23.07 26.13 23.21 26.13 23.47

.



OCTOBER–DECEMBER 1998 41

izations, the bypass pipeline can achieve a significant gain in
performance at very low cost. The method is unsuitable only
for a control-dominated design, such as finite-state machine
s510, which has a large number of wait states. The method is
compatible with the latest methods of finite-state machine
decomposition, state encoding, and logic synthesis.
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